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2.1. WS-Security (Web Services Security)

e Communication protocol providing a means for applying security to web

services. The protocol contains specifications on how integrity and

confidentiality can be enforced on web services messaging.

e contains specifications on how integrity _and confidentiality can be

enforced on web services messaging. The WSS protocol includes details on
the use of SAML and Kerberos, and certificate formats such as X.509.

e \WS-Security incorporates security features in _the header of a SOAP

message, working in the application layer. Thus it ensures end-to-end
security.

.web services-7 anvax Yinm WoRNN NMIYPN 217109

-] WIN'Y TWONNI DNVAXIE NINA'DNA DN0N 7V 9IDK? NI TXD T 72p0non e
X.509 -1 Kerberos ,SAML

n'van Pal SOAP-n nyTin "W _header-a nnvax J'oxn 7710 WS-Security e

.(end-to-end) nxj7 N¥pPn NNLAX
pw (XML Firewall) Datapower 7in nn'nn 7y 7200 R\ ITNaxN e
.nnn 79 Datapower-2 DoSN'Y NN'Y 70 ,|'AT 7wnn [N '97 e
Y'Yy N'MYNN NNIX 72 DX [awvna nnpl? X721 ,.SOAP 11- 7 non"nn navnn e

.0M"ZN DX 72 IR NI027 IN71D1 |'RY 1" NIRTI MNINIRTY
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JINT Y¥A7 |Maw ninn'? webconfig imixa o'mn'w 1900 M -0NNR DMWY 7Y e

ATIAY N'7'nN 197 prm7 alwnw Mt 2.2

web -n ya N7y mapnni client- n oy N7y napnn 7w pRIywn 12 ANRNN e
DAl AT 'w19n 1'Tan7 [N D1I21I0N D' DRIYWNI NT'A .Sservice
Time Tolerance nTwa security 7w niwt2a configuration tool n JInn
. In Seconds

112y MIdNN 7Y private key 2 wnnwnw Process 7 Nk NIKYIN KTI7 e
((M1Mv0oa k¥xN1) Nn'MNN

C:\Documents and Settings\All Users\Application e
Data\Microsoft\Crypto\RSA\S-1-5-18

C:\Documents and Settings\All Users\Application e
Data\Microsoft\Crypto\RSA\MachineKeys

.web service 712y nai client N2y DA y¥a7? vt n7yo e

NIXWIN XTI? nan 7y Micro Soft WSE 3.0 certification tools "mawm'w e

N'019N NTIVRN 7Y

[ .. Server Manager

[ Fe Acion View Hep
e nm|
T Server Manager (UDDID)
2 Roles
Features

a View the status of features installed on this server and add or remove features.

= Diagnostics
= & Event Viewer
|5 Custom Views

S "mﬁ;?; [~ Features Summary Features Summary Help
=] security = =
] setup (~) Features: 7 of 34installed 5% Add Features
5] System % Remove Features
5] Forwarded Events .NET Framework 3.0 Features
BER::| Add Features Wizard B x|
(24 sub
@ Reliabili |
= Device | Select Features
%& Configuratic
E% Storage
Featres Select one or more features to install on this server.
Confirmation Features: Description:
P 7 — 0 Features (Installed) Microsoft .NET Framework 3.0
rogress Bl e Fram 3.0 ,au es ‘,mta\i,j, Corabiies the power At the NET
Results rk 3.0 (Installed) Framework 2.0 APIs with new
r (Installed) ehialoaiestor bilds i,
Activation (Installed) that offer appealing user interfaces,
HTTP Activation (Installed) protectyour u's{omem'persona!
/| Non-HTTP Activation (Installed) |dent|tymfonnahonfen?bleseamlss
e and secure communication, and
) DR EATC L0 JHOLS, provide the ability to model arange of
[] BITS Server Extensions business processes.
[] Connection Manager Administration Kit
[Ny 211a%
3.0 honan Framework
nyni
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‘tap Consolel - i (Local Compute! =
[ File Action View Favorites Window Help [_[=]«]
e | nE 4L XE = HE
I Console Root IsuedTo Issued By Actions
4 [¥ Certificates (Local Computer) 2710.110.108.134 TADMUR -
4 [ Personal - - _
Sl Ctest-BizTalk2 TAMUZ - Devices CA .
[ Certificates ] More Actions 4
o | ElGov-Ws-Gateway TAMUZ - Devices CA
+ [ Trusted Root Certification Authorities . =
i IR -Tees@ || shaye 4
i [ Enterprise Trust

i [ Intermediate Certification Authorities More Actions 4
i [ Trusted Publishers

i [ Untrusted Certificates

i (7] Third-Party Root Certification Authorit
1 (7 Trusted People

- (7] Other People

- 2 PC-Doctor, Inc.

1 [ Certificate Enrollment Requests -_Permissiuns for
- 2 Smart Card Trusted Roots

» (7 SMS Security

1 2 Trusted Devices Group or user names
|
42 SYSTEM

2 Ishay Cohen (022083273@gov.il)

52, Administrators (Ishay-C\Administrators)

l Add ] [ Remove I
Permissions for Everyone Allow Deny
Full control ¥
Read ¥
Special permissions O O

Right click on the certificate | All
Task | Eﬁésgza:#sz;missions or advanced seftings,

Learn aboutaccess control and permissions

Manaae Private

I OK I [ Cancel ] | Apply |
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[ Console Root
4 [ Certificates (Local Computer)
4 [ Personal
[ Certificates
i [ Trusted Root Certification Authorities
i (] Enterprise Trust
i+ [ Intermediate Certification Authorities
i+ [ Trusted Publishers
i [ Untrusted Certificates
i [7] Third-Party Root Certification Authorif
& [ Trusted People
i [ Other Peaple
i [ PC-Doctor, Inc.
i [ Certificate Enrollment Requests
i+ 2 Smart Card Trusted Roots
- [ SMS
i [ Trusted Devices

Issued To

%110.110.108.134
Sl Ctest-BizTalk2

1 Gov-WS-Gateway
?iflsh ay-C

Issued By
TADMUR

TAMUZ - Devices CA
TAMUZ - Devices CA

Actions

Certificates
|

More Actions

TAMUZ - Devices CA

< in |

4

11

Certificate
N

General | Details | Certification Path

Personal store contains 4 certificates.

N e
| )X
| 4 vdly

Learn more about certificates

| p Certificate Information

This certificate is intended for the following purpose(s):

» Proves your identity to a remote computer
« Ensures the identity of a remate computer

Issued to: Ishay-C

Issued by: TAM-UE M D.e\QcEs.Cn
II‘-‘----- ......."..
Valid from 02/02/2012 to 03/11/2013 .'.‘
7 You have a private key that corresponds to this certificate. :
s® *

a
Taa,
LR} PL LA
"EEmmmmmEEs | 1ssuer statement |

AvunNna UXY Ten
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~Choose Certificate

Centificate Location < |Loca| Computer s - I Open Certificate

Store Name ITrusted People

=

 Certificate Properties

e

—

CN=10.110.108.134, OU=00081, 0=02:  "73. DC=Meches. DC=c0£C—=iI—)

¥ Supports encrypting v Supports signing

Key Identifiers
Key Identifier (Base64 Encoded)
42Hb TV r+x2gVBruS 3YukZFzh4=

There are 4 forms of Key |dentifier. The most reliable
source is from the Subject Key Identifier extension in the
certificate. If this extension is present. only a single Key
Identifier will be shown. If the extension is not present.
three values will be shown: SHA1, RFC3250 and
Windows. SHAT form uses the SHAT hash of Certificate's
raw data. Windows form returns CAPI computation of SKI
and the RFC3280 form offers best interoperability. All of
them can be selected using the skiMode configuration
setting. See wse.config files for further details.

Private Key File

View Private Key File Properties. ..

The private key file is used by Windows to encrypt
data and verify signatures. The application must have
permission to access this file. Use the key file
properties to add the appropiate permissions.
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,UNnunn a7, 17 o'W, "niT nnn o'Ta ox .11Sa application pool-n
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840197639765488_30a5521-964b-4d X |
General| Security | Details | Previous Versions |
Object name: CA\PragramDataiMicrosoff Cryplol\RSAMachineKey sy |
Group or uSernames:
ASYSTEM
2 Ishay Cohen (02 Pgov.il)
82 Administrators (Ishay-ClAdministrators)
To change pemissions, click Edit
Pemissions for SYSTEM Allow Deny
Full control o
Modify <
Read & execule -J
Read o
Write o
Special permissions
For special permissions or advanced seftings,
click Advanced. Acvancad
Learn about access conlrol and pamizsions
[ oK ] [ Cancel ] Apply
A7unnn WX Twn | 'munnn alggnn niwa | p'at Yunn
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Thumbprint nTivn 107 NI W'Y T e

e

| Generaq DEta”S):ertiﬁcation Pathl
N’

Showr ’<AII> v]
Field Value -
[55] Subject Key Identifier 94 7923 85a2 77 c04b ...
Il {5 Authority Key Identifier KeyID=f4 f0 94 b3 06 ccC ... I

@CRL Distribution Points [1]CRL Distribution Point:...

{5 Authority Information A... [1]Authority Info Access: ...

(5] Certificate Template Inf... Template=1.3.6.1.4.1.31...

[5| Application Policies [1]Application Certificate ... E
[=| Thumbprint algorithm shal

[E| Thumbprint 36 a6 4e d6 ef 58 b9 d7 ... m

36 a6 4e de =f 58 b9 d7 E6 95 df ad 76 2b 29 db =9

a8 8= 95
= = e = -
J Prepare_Thumbprint_Of_The_Personal_Certificate.txt - Notepad . . _— (=

File Edit Format View Help
36 ab 4e d6 ef 58 b9 d7 56 95 df ad 76 2b e9 d5 c9 a8 Be 95 -

Remove Space

36a64ed6ef58b9d75695dfad762bedd5c9a88eP5

E
I Learn more about certificate detail
| —- — — -

e FindByThumbprint

FindByThumbprint

<behavior name="NewBehavior0">
<clientCredentials>
<clientCertificate storeName="My"
findValue="08c74c3757bd74f4c88c11e13aca0e948b3223a1"
x509FindType="FindByThumbprint" storeLocation="LocalMachine" />
<serviceCertificate>
<defaultCertificate storeName="My"
findValue="08c74c3757bd74f4c88c11e13acale948b3223a1"
x509FindType="FindByThumbprint" storeLocation="LocalMachine" />
<authentication revocationMode="0Offline"
trustedStoreLocation="LocalMachine" />
</serviceCertificate>
<!--peer>
<certificate findValue="WINDOWS-MSN31Q8"
storeLocation="LocalMachine" />

</peer-->
</clientCredentials>
</behavior>
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@ B
Coricte i
- s
| General | Details | Certification Path|
Show [<all> -
Field Value <
[=] signature algorithm shalRSA
[E] signature hash algorithm shal Iy
[=] Issuer TAMUZ - Devices CA, Gov... 3
[E]valid from 20 W10 02 'BADn OT...
[Elvalid to 20 1201 03 A O,
=] subject Tshay-C
[E]Public key RSA (1024 Bits)
[ Kkey Usage Digital Signature, Key Enc... e
CN = Ishay-C
Edit Properties... ] [ Copy to File... ] I
Learn more about certificate details

e FindBySubjectDistinguishedName

FindBySubjectDistinguishedName

<behavior name="">
<serviceMetadata httpGetEnabled="true" />
<serviceDebug includeExceptionDetaillnFaults="false" />
</behavior>
<behavior name="NewBehaviorQ">
<serviceCredentials>
<clientCertificate>
<certificate findValue="CN = WINDOWS-MSN31Q8" />
</clientCertificate>
<serviceCertificate findValue="CN = WINDOWS-MSN31Q8"
x509FindType="FindBySubjectDistinguishedName" />
</serviceCredentials>
<serviceDebug />
<serviceMetadata httpGetEnabled="true" />
<serviceSecurityAudit
serviceAuthorizationAuditLevel="SuccessOrFailure"
messageAuthenticationAuditLevel="SuccessOrFailure" />

</behavior>
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nwa Tipyansomm 3.1

T2 contract N NN IT NNTAN 9'0INT W', TA7A NN'MN WAIT 'AT wunn e

Hlarzap)
using System.Net.Security;
[ServiceContract (Protectionlevel = ProtectionLevel.Sign)l]
public interface IGovService
{

[OperationContract]
string HelloGowv() :

-2 NRT N7 ' SERVICE-n 9w WSDL-? wi?a7 2wox n'n'w nIn 7y e
: web.config

<system.serviceModel:>
<behaviors>
<serviceBehaviors>
<behavicr name="returnFaults" >
<serviceMetadata httpGetEnabled="true" /> in 2008 added
automatically
</behavior>
</serviceBRehaviors>
</behaviors>
</system. serviceModel >

NIX'AY NTOY 3.2
e BAD

public string GetData(int value)

try
{

return string.Format("You entered: {0}", value);
catch (Exception ex)

throw new Exception("An error has occured");
}
}
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e GOOD

public string GetData(int value)

try
{

return string.Format("You entered: {0}", value);
catch (Exception ex)

/lthrow new Exception("An error has occured");
return "An error has occured";

}
}

Microsoft service configuration editor nn'no

M7Ynnn AYEnN nien

3.3

Open from SDK

34 Edition

15

Nindows Senver 2003 Standard

N
5o WSClient - Microsoft Visual Studi
File Edit View Project Build Debug Team Data | Tools | Architecturs

Test Analyze Window Help

[g - e - 2 e G | ¥ Sa | 9 - & - & -| B Attach to Process... Ctrl+ Alt+ P
i Newworktem ~ 3 = =y < ¥4, Connectto Database...
App_Code/WCF2.cs X App_Code/TWCF2.cs App_Cor B Connectto Server...
5  Add SharePoint Connection...
G2 WCF2
&) Code Snippets Manager... Ctrl+ K, Ctrl+B

=lusing System;

Choose Toolbox rems...

Add-in Manager...

Open from Visual Studio 2010

External Tools...

1
return a + b
h Import and Export Settings...

Customize...

Macros »
EY Extension Manager...
TE: Wou can use The —Hename  comman Create GUID
El'?‘bll( class werz @ Twers Dotfuscator Software Services
=1 public string HellowWorld(string msg) Error Lookup
1 ATL/MFC Trace Tool
return "WCFSerwver " + msg;
+ Spy++
= public int Add(int a, int b) 58  WCF Service Configuration Editor
\:}

e=lesy o]

t a, int b)

FWCF2™ in coc

Options...
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WebService n Yw Host naTan 3.4

3 NewConfig - Microsoft Service Configuration Editor == [ NewConfig - Microsot Service Configuration Editor o | i
File || Help Ele  Help
z::"c‘mhg Ctrl+N 1 Services - — S—
Creste 5 New Service. {2 Bindings Creste o New Service
Add New ltem » Noservice s cefined 32 Standerd Endoores Mo service is defined
;8 mant
(2 Advanced
New vaTtmw ninnY
S ' yxa7 v Config S
n"pn yaliza Open
NNTAN NNN N>IYN
Service n 7w Host n
' TANT7 W
'"nIT) BaseAddress
[P T ——— P n”l-"nn bw namon TR e e -
| Whal is the service fype of your service? | ”S a ﬂ"?NIU"I'IIn | Whatservice contractare you using?
' 25 D'R¥N] NN Bt scotecyot o ettt et e e ot ot

& Sarvoa Type i $a nama of e warece 1 i Usuaily B e of S class Bl implamants pou e o
¥ pbeid By st Bype o inst pe—giy

A
your service assembly.

| et Woms £ i Bevana

(services n xap

"
Specify the service contract for the service:

Ty the Bervecs Tppe ot T Barurcn
T

—_—

<Previouss || Ne> B Finis [ cancel
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Base Address ninTa 3.5

r
New Service Element Wizard =

"
New Service Element Wizard

What communication mode is your service using? What is the address of your endpoint?
©Ice

TCP based communication. Use this mode for services that require fast communication on the

k. Specify the address for the endpoint:

'S

N Address:  hitp:/flocalhost

HTTP based communication. Use this mode for services that require interop based on the web service
standards.

©) Named Pipes

Use this mode for fast on-machine communication.

© MSMQ
d hi nd the network. This mode requires

MSMQ to be installed.
il
I| @ PeerTo Peer
i Cresate a node in a peer to peer network.

Hext > Finis <Previou | [_Next> | [ Finish Cancel
New Service Element Wizard =X New Service Element Wizard o]

|| what method of interoperability do you want to use? | Thewizardis ready to create a service configuration.

Basic Web Services interoperability

) s ) ) ) Al i will be created

This option provides interoperability with Web services that implement the WS-| Basic Profile and Basic
| Security Profile specifications. Choose this option if you are communicating with ASP.NET Web services, || Service Type: WCF2 -

or other Vrieb services that conform to the \WS-| Basic Profile and Basic Security Profile.

Endpoint Settings
() Advanced lileb Services interoperability GContract WCF2

This option provides interoperability with Web Services that support distributed transactions and secure.

reliable sessions. Choose this option if you are \findows C Binding: basicHtpBind

{ICF) or other Web Services that conform ta WS-+ specifications: inding. basicHitpBinding

Binding Configuration: (Default)
Endpoint Address: hitp://localhostB090/wcf2]
I B Il
i Duplex communicatio i
I This option enables the service contract to both send and receive messages M
« »
Hext > Finis < Previous [ Enish ] [ cancel

aAunnn Uy Twn | Munnn avgnn niva | 'at Yunn
9195017 7wt ,nmpn ,3 1797 'n1 ANt niwn? | 0wy 1 0% 7xana 'nn
KW N T unn — nnimw Dt 7D | www.gov.il | 02-6664650 (o079 02-6664666 1970



AN

Ov.
www.gov.il
M7Ynnn AYEnN nien

g a
% NewConfig - Microsoft Service Configuration Editor [E=REEN
. g ia
File  Help
Configuration Services
E—a% Summary
=% WCF2
fei3 Host Create a New Service...
=8 [:I Endpoints
-] (Empty Name) Service: WCF2
122 Client
-] Bindings Create a New Service Endpoint
--[Z1 Standard Endpoints )
{27 Diagnostics Endpoint: Empty Name) Delete
-2 Advanced Address: hitp://lecalhost 3090/wef2
Binding: basicHttpBinding
Binding (Default) Click to Create
Contract: IWCF2
Create a New Service...
EemmallzrCim. JNNKN [-nnn7 1V ]'In'liln NaInd NX 0"nNn
[
Q NewCaonfig - Microsoft Service Configuration Editor / ‘ =8 = |
File  Help
Configuration Host
=[] Services Timeouts settings /
E‘% WCF2 4 (General)
A H"_St . CloseTimeout 00:00:-10
BD Endpoints OpenTimeout 00:01:00
: i (Empty Name)
- [ Client f
i--[(] Bindings

D Standard Endpoirts
D Diagnostics

CloseTimeout
The time interval defines the maximym time a service is allowed to take to gracefully
shut down. After the time limit runs gut, the service is forced to shut down.

-3 Advanced .
Base Address Editor

v

==

Base address: [

Create a New Service.

Create a New Client..

Binding mT1an  .3.6

o'’ '’ 071k — WCF nmignna build in yanw wsHttpBinding n»jp e

-1 ynnwa D'9%7 .an'nn N7 17 'xe 1nn DataPower n 7w ninTan®
custom binding

91X q17wY7 o1r DataPower nw nin 7y MexHttpBinding no1o1 qona e

wsdl 'vap maT

7XY N1 AT 7wnn — nnimy nrdT 7D |
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Custom Binding alon wTn Binding 'xm 3.7

NewConfig - Microsoft Service Configuration Editor | o | & B |
File Help
Configuration Bindings
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<?xml version="1.0"?>
<configuration>
<system.web>
<compilation debug="true" targetFramework="4.0" />
</system.web>
<system.serviceModel>
<bindings>
<customBinding>
<hinding name="IshaiBinding">
<textMessageEncoding messageVersion="Soapl1W SAddressingAugust2004" />
<security authenticationMode="MutualCertificate" requireDerivedKeys="false"
messageProtectionOrder="SignBeforeEncrypt"
messageSecurityVersion="WSSecurityl0W STrustFebruary2005W SSecureConversationFebrua
ry2005W SSecurityPolicyl1BasicSecurityProfile10">
<secureConversationBootstrap />
</security>
<httpTransport keepAliveEnabled="false" />
</binding>
</customBinding>
</bindings>
<services>
<service behaviorConfiguration="IshaiBehavior" name="IshaiSign.Servicel">
<endpoint address="" binding="customBinding" bindingConfiguration="IshaiBinding"
name="default" contract="IshaiSign.IServicel" />
<host>
<baseAddresses>
<add baseAddress="http://10.7.7.44/IshaiSign" />
</baseAddresses>
</host>
</service>
</services>

aAunnn Uy Twn | Munnn avgnn niva | 'at Yunn
9195017 n72win' ,nmpn ,3 1797 'm ANt nitwun? | pwine 1 0% 7xanma 'nn
78w N1 At unn — nnimw nrdt™ 7D | www.gov.il | 02-6664650 079 02-6664666 [1970



gov

www.gov.il

Mvnnn AYEnn nien

42 Y1mn 27 Ty

<behaviors>
<serviceBehaviors>
<behavior name="">
<serviceMetadata httpGetEnabled="true" />
<serviceDebug includeExceptionDetaillnFaults="false" />

</behavior>
<behavior name="IshaiBehavior">
<serviceCredentials>

<clientCertificate>
<certificate findValue="08c74c3757bd74f4c88cllel3acale948b3223al"
x509FindType="FindByThumbprint" />
<authentication revocationMode="NoCheck" />
</clientCertificate>
<serviceCertificate findValue="08c74c3757bd74f4c88cllel3acale948b3223al"
x509FindType="FindByThumbprint" />
</serviceCredentials>
<serviceDebug />
<serviceMetadata httpGetEnabled="true" />
<serviceSecurityAudit serviceAuthorizationAuditLevel="SuccessOrFailure"
messageAuthenticationAuditLevel="SuccessOrFailure" />
</behavior>
</serviceBehaviors>
</behaviors>
<serviceHostingEnvironment multipleSiteBindingsEnabled="true" />
</system.serviceModel>
<system.webServer>
<modules runAllManagedModulesForAlIRequests="true"/>
</system.webServer>

</configuration>
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:service 7 reference 1xm e
;()serviceRef.ServiceClient WcfRef = new serviceRef.ServiceClient
:NQN property n NX 12 [DTV7 W' T service 7 reference Nyt NN e
WcfRef.Endpoint.Contract.ProtectionLevel=System.Net.Security.Pr

otectionLevel.Sign
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Microsoft service configuration editor nn'mo 4.2

Open from SDK

64 Edtion

Nindows Senver 2003 Standiard

= WWsClient - Microsoft Wisual Studi
File Edit Wiew Project Build Debug Team Data | Tools | Archi Test I Window Help
5 Attach to Process... Ctri+Alt+P | == = &

[f i~ - 5 ol ol | 6 s O] = - o - | =
H ¥4,  Connect to Database...
El Connectto Server...

Add SharePoint Connection...
t a, int b)

=) Code Snippets Manager... CEri+ K, Ctri+ B

Clusing Systems

Choose Toolbox ems...

Add-in Manager...

[open from Visual Studio 2010

=2
MOTE: FYou Ccan use Tthe Hename Comima n FWCF2™ in coc
EI| public class WCF2 : TWCE2
€
= ing Helloworld(string msg)
ATL/MFC Trace Tool
CEServer e m=gs:
N e
= public int Add(int a, int b) 538 WCF Service Configuration Editor
Eernal Took
return a + b;
¥ Import and Export Settings...
¥ Customize...
ST
D e — ) BT T34 NewCanig - Microsaft Service Configuration Editor [ [ B il
File | Help Ble  Help
New Config  Cirl+N .
= 2 - Services Cenfiguration Services
" ‘Summay =] e Summary
ntegrate . # @ Ot N
O o Crosie s New Servics
Add New ltem » {3 Sandard Endparts
C Nosarvicaa defned
(5 Dgrosten
12 Advanced
cus
it CtrlsX. ﬁ
Crestea lew Senice. I Create 2 New Service
CesSletes Create 2 New Client...
Host n ninTan nnn
' Client -n 7
[J) lent -n 7y

aseAddress 1'manY

7¥ naImdn )
NNRI0YIN NPT
o'Rxnm DM 1S o ==
(SerViceS-n '¥1j7 7D || whatservice contractare youusing?

Horw Seriice Usmant Wised i

Whalis the service bype of your servica? |

|
- - . A Contractis 3 call of aperations what the endy 10the it
4 Sarvice Typein s rama of e parvece. 1 in ity S name o e clas hal irplemeres o Lenece i is usually the name of the interface that you define in code. You can use “Browse. to select the contract from
| todde Youcer use ‘Beowse 1 select P serane Byre fom your seraoe as your service assembly.

Specify the service contract for the service:

Spaciy the bervice fepe for the Benvce
Sevicates | SEN ﬁ Controct | B v | Erowse

P~ <brevious | Next> [ Ene [ Cancel

aAunnn Uy Twn | Munnn avgnn niva | 'at Yunn
9195017 7wt ,nmpn ,3 1797 'n1 ANt niwn? | 0wy 1 0% 7xana 'nn
KW N T unn — nnimw Dt 7D | www.gov.il | 02-6664650 (o079 02-6664666 1970



oV

www.gov.il

42 inn 30 Tiny

M7Ynnn AYEnN nien

New Client Element Wizarc W

-

T —
New Client Element Wizard

5

What binding configuration do you want to use? What method do you want to use to create the client?
A Binding defines how the Endpoint communicates to the outside world.
() From service config
Generate a client config from the config of the service.

(@) New binding configuration

Create a new binding configuration for this service Config file: Browse
(") Existing binding configuration

Use existing binding configuration for this service (@) Manually

- . . . S Create a client config from scratch.
Binding configuration: (Defaulf), basicHttpBinding -
S < Previou Einish Cancel

T —
New Client Element Wizard S ——— g

What service contract are you connecting to?
A Contract is a collection of operations that specifies what the Endpoint communicates to the
outside world. It is usually the name of the interface that you define in code. You can use
“Browse..” to select the contract from your service assembly.
Specify the service contract for the service:
(o1 T= < crviceReference1.1Semvice 1 Browse...
|
< Previou ] [ Mext = Finish Cancel
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BaseAaddress ninTan 4.3

[ e Bt W =

‘What communication mode is your service using?

New Service Element Wizard ]

‘Whatis the address of your endpoini?

O 1P

TCP based communication. Use this mode for services that require fast communication on the:

netuork. ‘Specify the sddress for

Address hittp://f

»

HTTP

HTTP based communication. Use this made for services that require interop based on the web service
standards,

(©) Named Pipes
Use this mode for fast on-machine communication.
© usMa

Queued communication on-machine and scross the network. This communication mode requires
MSMQ fo be installed.

|| © PeerToPeer

Create @ node in a peer to peer network.

| O = <Erevios |[_Nex> Finis Cancel
[ New Service Element Wizard =) New Client Element Wizard u

What method of interoperability do you want to use? What is the address of your endpoint?

‘F Basic WWeb Services interoperability

This option provides intercperability with WWeb services that implement the WS-| Basic Profile and Basic
f Security Profile specifications. Choose this optien if you with ASP.NET

or other Web services that conform to the WS-| Basic Profile and Basic Security Profile.

Specify the address for the endpoint
Address:  htpf/localhost34659

@) Advanced Web Services interoperability

This option provides interoperability with \tieb Services that support distributed transactions and secure.
reliable sessions. Choose this option if you with \nfind Foundation
(WCF) or other \nieb Services that conform to WS-~ specifications.

uses one-way

| This eption enables the service contract to both send and receive messages.

) [

[(<Previou | [ Nea> ][ Finis Cancel |

r
Mew Service Element Wizard ﬂ

The wizard is ready to create a service configuration.

A new service configuration with one endpoint will be created.

f Service Type: WCF2 -

Endpoint Settings:
Contract IWCF2
Binding: basicHttpBinding
Einding Configuration: (Default)

Endpoint Address: http:fflocalhost&ﬂQOMcfZ{
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Custom Binding aion wTn Binding 2y 4.4

|1

.
MewConfig - Microsoft Service Configuration Editor |M

File  Help

Summary 7
Create a New Binding u
ar——l Endpairts Please select a binding type:
Bindings
..... 2 oy Endpcits basititpinding
. X basicHttpContext Binding
=[] Diagnostics customBinding
-+ Message Logging mexHitpBinding
-+ End To End Tracing mexHitps Binding
-7 Listeners mexName_dP_ipeBinding
[ Sources mexTcpBinding
msmgqlrtegrationBinding
-] Advanced netMsmqBinding
netNamedPipeBinding
netPeerTepBinding
net TepBinding
net TepContexd Binding
webHitpBinding
ws2007Federation Http Binding
ws2007HttpBinding
e ——— wsDualHitp Binding
New Binding Configuration... s Eerlsratinn HinEind
ws
Create a New Service... e
Create a New Client...

EEIEE

i v

Summary

.
Create a New Binding u

2423 Bindings WS HﬂpBinding Please select a binding type:
L[ NewBindingD {wsHttpBinding) MewBindingd

--[7] Standard Endpairts

(1] Diagnostics

mexHttpsBinding
mexMNamedPipeBinding
mexTcpBinding
msmglntegration Binding
netMsmqBinding
-] Advanced netNamedFipeBinding
netPeerTcpBinding
netTepBinding
net TepContext Binding
web HttpBinding
ws 2007Federation Hitp Binding
ws2007HttpBinding
________| wsDualHttpBinding

New Binding Configuration... wsFederationHitpBinding
wsHttpBinding
wsHitpContesd Binding

Create a New Service...

Create a New Client...

4 UL L
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:{i NewConfig - Microsoft Service Configuration Editor

O
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Security nnTan
Mo'xnn 200w 210 A7 In'w

)

=3 Bindings
T NewBinding0 (wsHttp Binding) E
=-# NewBinding1 {customBinding)

i+ textMessageEncoding

=3 securi

3 Issuer

{3 IssuerMetadata

+{0 RequestParameter

{3 ClaimTypes

{3 secureConversationBootstrap
{3 httpTransport

o e i

El m

G

Remove Extension

Create a New Service..

Create a New Client...

Cligrt

File Help
Configuration customBinding: NewBinding1
[ Services General
-2 Client 4 (Configuration)
-3 Metadata
- MName NewBinding 1
(21 Endpoints + (Gen
=[] Bindings
CloseTimeout 00:014 b
L5 NewBindingD {wsHttpBinding) OpenTimeout 00.01] Adding Binding Element Extension Sections ﬂ
=[5 NewBinding1 (customBinding) A "
X ReceiveTimeout 00-104
-« textMessageEncoding SendTimeout 00-01 Ayszilable elements
{2 hittp Transport B Name
--[_1] Standard Endpoints
=-[23 Di st Mo composite Duplex
agnostics ) A string that contains the configuration name of th§
+(3 Message Logging defined string that acts as the identification string context
«(3J End To End Tracing oneWay
--[[7 Listeners pripPeerResolver
Binding el it
D Sources inding element extension position privacyNoticeAt
[+ Advanced Posiion  Stack Element relisble Session
securty
1 textMessageEncoding Team DLy
2 http Transport )
Add Binding Element Extension transacionFlow
o ) useManagedPresentation
Delete Binding Configuration windows Stream Security
Create a New Service...
4 [ | 3
Create a New Client...
\
| ‘f
T — - 2
i1 Endpoints

e
AllewlnsecureTransport
AllowSerializedSigningTokenOnRepl
AuthenticationMode
CanRenewSecurityContextToken
DefaultilgorithmSuite
EnablelnsecuredResponse
IncludeTimestamp

KeyEntropyMode
MessageProtectionOrder
MessageSecurityVersion
RequireDerivedKeys

False

False
MutualCertificate
True

Basic256

False

True
CombinedEntropy
SignBefore Encrypt
W5 5ecurity 10W 5 Trust February 2005W ¢
False

RequireSecurityContextCancellation True
RequireSignatureConfirmation False
SecurityHezderLayout Strict

4 |zsuedToken Properties
KeySize 0
KeyType SymmetricKey
TokenType

(General)

WSSecuritylOWSTrustFebruary2005WSSecureConversation
February2005WSSecurityPolicy11BasicSecurityProfile10
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textMessageEncoding nnTan

Mp'xnn 700w 210 A7 nvw

4 B
E}} NewConfig - Microsoft Service Configuration Editor @E‘g
File  Help
Configuration textMessageEncoding
(] Services - ‘ 3
-1 Client laxReadPoolSize 64
""" 3 Metadata Max\iritePoolSize 16
-+ Encpoints MessageVersion Soap11WSAddressingAugust 2004
(1 Eindings WiriteEncoding w8
-T2 NewBinding( {wsHttpBinding) 4 ReaderQuotas Propesties
BE NewBinding1 {customBinding) MaxArrayLength 0
O tedtllessagebneadng, B[l || MaxBytesPerResd 0
MaxDepth 0
" MaxNameTableCharCount 0
([ Standard Endpoints MaxStringContentLength 0
=-[Z] Diagnostics
----- {3 Message Logaing
----- {3 End To End Tracing
" D Listeners L4
(21 Sources
o (3 Ad, A o
Remove Extension
Create a New Service
Create a New Client... httpTransport nnNTan
(Genera) lo'xnn 72D0w 210 27 mw
r B
E@ NewCanfig - Microsoft Service Configuration Editor g@g
Eile  Help
Configuration httpTransport
(0 Services 11| o [{Generali
AllowCookies False
AuthenticationScheme Anonymous
BypassProxyOnLocal Falze
- : o DecompressionEnzbled True
T8¥ NewBindingl (wsHtpBinding} HostMameComparisonMode StrongWildcard
-2 NewBinding 1 {custom Binding) KeepaliveEnabled False
3 textMessageEncoding = Manual Addressing False
) g ;;C”T"W . MaxBuferPoolSize 524288
H’E” L MaxBufferSize 65536
| St.anda ' poirts MaxReceivedMessageSize 65536
=[] Diagnostics ProxyAddress
ProwyAuth Scheme A
Realm
b TransfertMode Buffered
- UnsafeConnectionhtimAuthentication  False
UseDefaultinebPray True
Remove Extension
Create a New Service...
Create a New Client...
(General)
9
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4.5

vUTh

-
3‘3 NewConfig - Microsoft Service Configuration Editor

File  Help

= [ Services
- B%; werz
: -3 Host
=21 Endpoints
I_l MexEndpointing

(2 Cliert
12 Bindings

|23 Standard Endpoints
{21 Diagnostics
-3 Advanced

Configuration Endpoint Behaviors

i I_l Custom BindingEndpoirting

Summary
New Endpoint Behavior Configuration

Endpoint Behavior: NewBehavior0
Mo extension is defined.

A
: [ Servic New Endpoint Behavior Configuration l

|23 Hosting Environment

MNew Endpoint Behavior Configuration

Create a New Service...
Create a New Client...

Ov.
www.gov.il
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3} Chternp\Wcf2\Web.config - Microsoft Service Configuration Editor

[=i[r=hlE = |

File  Help

Con

- ] Bxtensions

E-[Z3 Endpoirt Behaviors
[ WCFBehavior
+ Service Behaviors
-2 ProtacolMapping

[-(Z] Hosting Environment

Behavior: WCFBehavior

Add Endpeint Behavior Element E:
Delete Endpaint Behavier Configuration

Create a New Client..

Create a New Service..

General
‘ L(:nmr;ﬁgla Adding Behavior Element E@siﬂn Sections u
Name
The unigue nat Mame
EevEsals Microsoft. Visual Studio . Diagnostics . Service Model Sink .Behavior
callback Debug
Behavior element || | callback Timeouts
I clientCredentials
clientVia
dataContract Serializer
dispatcherSynchronization
enableWeb Script
endpaintDiscoverny
soapProcessing
synchronousReceive
transactedBatching
| Up webHttp
|
| < ] |
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VY70 7Y Vo'V |'TR? W FindValue nTwa

[ Rl
54 CAtemp\Wcf2\Web.config - Microsoft Service Configuration Editor x|
Eile  Help
Configuration clientCertificate
[-(] Services | 2 fCaneraii

a Clier!t FindValue
(21 Bindings StoreLocation LocalMachine
E SDt‘andard Endpoints StoreName My
- agnostics i Subject!
=1+ Advanced e e e
=+[Z] Endpoint Behaviors

-[5 WCFBehavior

[=-«3 clientCredentials
{3 _clientCertificate
{3 senviceCerficate
+3 issuedToken

m

(23 ProtocolMapping B
(2] Extensions

5 79 Uatine Cou
- B
Create a New Service... 5 Ctemp\Wcf2\Web.config - Microsoft Service Configuration Editor E@g
Create 2 New Client.. File Help
Configuration defaultCertificate
({General) - &
indValue
Storelocation LocalMachine
StoreMame My
X50%FindType FindBy SubjectMame
serviceCerificate
-3 scopedCertfficates —
-3 authentication
Create a New Service..
Create a New Client. ..
{General)

7110n 7w u'e'vo |'Tn? W' FindValue nTwa
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-
Chtemp\Wcf2\Web.config - Microsoft Service Configuration Editor

File Help

(21 Standard Endpaints
[#-Z7] Diagnostics
-2 Advanced
EID Endpoint Behaviors
E| WCFBehavior
-3 clientCredentials
=2 clientCertificate

-~ serviceCertficate
el D defauliCertificate
-+ scopedCerificates
-+ authentication

13

m

-~ igsued Token
[#-=2 peer
T Consdne Dok

Create a New Service...
Create a New Client...

authentication
CertificateValidationMode Chain Trust
CustomCertificateValidatorType
RewvocationMode Offline
TrustedStoreLocation LocalMachine

({General)

Ov.
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Custom Binding 7 nmhxmw Endpoints nnxonwn, Endpoints 7omnin .4.6

:mMx"w Behavior n nx " p»H"wnli

r B
E% Ctemp\Wcf2\Web.config - Microsoft Service Configuration Editor lﬂlﬂlg
File  Help
Configuration Service Endpoint
E-(] Services dentity | Headers
B% WCF2 -
‘e Host 4 (Configuration)
-2 Endpaints :ir:e = ) 'WCFEndpoints
] WCFEndpoints 4 point Properties
-2 Client _'_q Address http-/Aocalhost

(23 Bindings EehaviorConfiguration

ik NewBindingD {wsHttpBinding) B?"dﬁﬂﬂ ) customBinding
WCFBinding (customBinding) BindingConfiguration WCFBinding

{3 textMessage Encoding BindingName

=

{3 httpTransport BindingNamespace
--[_7 Standard Endpairts Contract IWCF2

[#-[Z]) Diagnostics EndpointConfiguration

- Advanced 15 SystemEndpoint Falze
Kind
ListenUri
ListenUriMode Explicit

Delete Endpoint

Create a New Service...

Create a Mew Client = N " B N =l B
a‘i Chtemp\Wef2\Web.config - Microsoft Service Configuration Editor L = g
Contract
The type of the contractexp( | File  Help
defines your service contraq

Configuration Service Endpoint
-3 Services General | ldentity | Headers
-8, WCF2
{3 Host 4 (General)
=23 Endpoints Certificate
-] WCFEndpoints Dns
(2] Client Rsa
=-[_] Bindings ServicePrincipalMName
T NewBinding( (wsHtpBinding) UserPrincipzllName i
=-[2F WCFBinding {customBinding) J C_Eﬂ'ﬁmem Properties
{3 text MessageEncoding FindValue
{3 httpTransport IsChainlncluded False
[ Standard Endpoints StoreLocation LocalMachine
-2 Diagnostics SinreN.ame My
&[] Advanced X505FindType FindBySubject DistinguishedName
Delete Endpoint
Create a New Service...
Creste a New Client...
Dns
Specifies settings that enable the client to authenticate the service. At the client, the
identity element allows a developer to specify the expected identity of the service. Int..
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<binding name="default100">
<textMessageEncoding maxReadPoolSize="64" maxWritePoolSize="16"
messageVersion="Soapl1" writeEncoding="utf-8">
<readerQuotas maxDepth="32" maxStringContentLength="8192"
maxArraylLength="16384"
maxBytesPerRead="4096" maxNameTableCharCount="16384" />
</textMessageEncoding>
<httpTransport manualAddressing="false" maxBufferPoolSize="524288"
maxReceivedMessageSize="65536" allowCookies="false"
authenticationScheme="Anonymous"
bypassProxyOnLocal="false" decompressionEnabled="true"
hostNameComparisonMode="StrongWildcard"
keepAliveEnabled="true" maxBufferSize="65536"
proxyAuthenticationScheme="Anonymous"

realm="" transferMode="Buffered" unsafeConnectionNtimAuthentication="false"
useDefaultWebProxy="true" />
</binding>
</customBinding>
</bindings>
<behaviors>

<endpointBehaviors>
<behavior name="ourbehavior">
<clientCredentials>
<clientCertificate findValue="08c74c3757bd74f4c88cllel3acale948b3223al"
storeLocation="LocalMachine" storeName="My" x509FindType="FindByThumbprint" />
<serviceCertificate >
<defaultCertificate findValue="08c74c3757bd74f4c88cllel3acale948b3223al"
storeLocation="LocalMachine" storeName="My" x509FindType="FindByThumbprint" />
</serviceCertificate>
</clientCredentials>
</behavior>
</endpointBehaviors>
</behaviors>
<client>
<endpoint address="http://10.7.7.9:80/IshaiSign/Servicel.svc"
behaviorConfiguration="ourbehavior" binding="customBinding"
bindingConfiguration="Servicel_default" contract="OurRerefernce.IServicel"
name="default">

<identity>
<dns value="WINDOWS-MSN31Q8" />
</identity>
</endpoint>
</client>
</system.serviceModel>
</configuration>
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<?xml version="1.0" encoding="utf-8" ?>
<configuration>
<system.serviceModel>
<bindings>
<customBinding>
<binding name="Servicel_default">
<security defaultAlgorithmSuite="Default" authenticationMode="MutualCertificate"

requireDerivedKeys="false" securityHeaderLayout="Strict" includeTimestamp="true"
keyEntropyMode="CombinedEntropy" messageProtectionOrder="SignBeforeEncrypt"

messageSecurityVersion="WSSecuritylOW STrustFebruary2005W SSecureConversationFebruary2005WS
SecurityPolicyl1BasicSecurityProfile10"
requireSignatureConfirmation="false">
<localClientSettings cacheCookies="true" detectReplays="true"
replayCacheSize="900000" maxClockSkew="00:05:00"
maxCookieCachingTime="Infinite"
replayWindow="00:05:00" sessionKeyRenewallnterval="10:00:00"
sessionKeyRolloverinterval="00:05:00" reconnectTransportOnFailure="true"
timestampValidityDuration="00:05:00" cookieRenewalThresholdPercentage="60" />
<localServiceSettings detectReplays="true" issuedCookieLifetime="10:00:00"
maxStatefulNegotiations="128" replayCacheSize="900000" maxClockSkew="00:05:00"
negotiationTimeout="00:01:00" replayWindow="00:05:00" inactivity Timeout="00:02:00"
sessionKeyRenewallnterval="15:00:00" sessionKeyRolloverInterval="00:05:00"
reconnectTransportOnFailure="true" maxPendingSessions="128"
maxCachedCookies="1000" timestampValidityDuration="00:05:00" />
<secureConversationBootstrap />
</security>
<textMessageEncoding maxReadPoolSize="64" maxWritePoolSize="16"
messageVersion="Soap11WSAddressingAugust2004" writeEncoding="utf-8">
<readerQuotas maxDepth="32" maxStringContentLength="8192" maxArrayLength="16384"
maxBytesPerRead="4096" maxNameTableCharCount="16384" />
</textMessageEncoding>
<httpTransport manualAddressing="false" maxBufferPoolSize="524288"
maxReceivedMessageSize="65536" allowCookies="false"
authenticationScheme="Anonymous"
bypassProxyOnLocal="false" decompressionEnabled="true"
hostNameComparisonMode="StrongWildcard"
keepAliveEnabled="true" maxBufferSize="65536"
proxyAuthenticationScheme="Anonymous"

realm="" transferMode="Buffered" unsafeConnectionNtimAuthentication="false"
useDefaultWebProxy="true" />
</binding>
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Diagnostics "' .5.1

{0l x|
File  Help
e e e
g grrwtces Performance Counter off Tooele Performance Counters
e
- Bindings WMI Provider off Enable M) Provider
Ea Diagnostics
D Message Logging Log Auto Flush Off Enable Log Suto Flush
* -] Listeners
- Sources Messagelogging on Digable Messagel ooging
-] Advanced
Log Level: tlalformed, Transport
ServiceModelMessagel oyginglistener Dielete
Log file: CoEW WIORKINGFOLDERMW o AWWCF G oviic TS INGovie flient'app
Options: Timestamp
Tracing on Dizable Tracing
Trace Level Varning, Activity tracing, Propadgate activiy
|~ ServiceModelTracel istener Delete
Create a Mew Service. . ) _
Loy file: DoMEW WORKIMNGFOLDERW o ANMC PG odNC FSImGosanc fClientapp
Create a Mew Client... . .
Options: Timestamp
4 | »
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Log nmarit 5.2

=lalx|

Fle Edt View Activity Help

§ Lok Fer \ \‘ ¢ SearchIn: None ~ Level Al * Fiterow Clear |
 Find What: - LookIn: Al Activities - Find
Activity | Froject | Message | Graph | Group By - (None)  Create Custom Fiter  Activity - Processing message 3.
Activity [_# Traces |_~] || Description [ Lewsl | Thread ID [ Process Name [ Time: [
l:1 Processing message 1 1 "% Message Log Trace Infarmation 4 ‘webDevWebServer 30/08/2007 11:15:29.191
L. Process action hitp: Aschemas amiso

l:1 Processing message 2.
Ly ing message: 3.
) Frocessing message 4.
1. Frocess action hitp: Atempui org /b
L Processing message 5

l:1 Process action ‘http:/ tempur.arg/IM...
L:1 Processing message 1.

(Frocess action hip: //schemas.amlso...
1. Frocessing message 2

. Processing message 3

l:1 Processing message 4.

L:1 Process action ‘http:/ ftempuri.arg ...
(I Frocess action hitp: Atempur crg/IM....
1. Frocessing message 5

| |

=

Formatted ML |Messaga|

“ry . ] <E2ETraceEvent xmlns="http://schemas.microsoft.com /2004 /06/E2ETraceEvent'>
l-_1 10GEEINg maﬁﬁge <System xmins="http:/ /schemas.microsoft.com/2004/06/windows/eventlog/system">
(Y Process action hittp://schemas. kmiso. | <EventiD> 0 </EventlD>

k]
1
1
1
3
1
3
1
9
1
1
1
3
3
1
1
B
L:1 Processing message 2. 1 =Type> 3 «/Type>
1
B
1
1
E
1
B
1
1
1
E
1
1
B
1
1
B

(I Frocessing message 1. <SubType Name="TInformation"> 0 </SubType>

1 tion 'http: //sch I <Level> 8 </Level=
tﬁP'DCESS.aC on hip ;E S HIED <TimeCreated SystemTime="2007-08-30T08:15:29.19194432" />
tocessing message

<Source Name="System.ServiceModel.MessageLogging" />

l:1 Processing message 1 =Correlation ActivityID="{f3e177e9-2c00-443d-863b-5718dc2a52f8}" /=
() Process action hitp://schemas. smlso... <Execution Processiame="WebDev.WebServer’ ProcessID="7964" ThreadID="4" />
. Processing message 2. <Channel />
01 o <Computer= RACHEL-Y </Computer=
1,71 Pracess action ‘it /schemas smlso et
1.V Processing message 3 <applicationData>
Y Processing message 4. <TraceData>
.V Pracessing message 1. <Dataltemz

«MessagelLogTraceRecord Time="2007-08-30T11:15:29.1919443+03:00" Source='
<s:Envelope xmins:s="http: / /www.w3.0rg/2003/05/soap-envelope’ xmins:
<s:Header>
<arAction simustUnderstand
=a:MessagelD u:ld="

TransportReceive’ Type="Syst

(Frocess action hip: //schemas.amlso...
="http:/ /www.w3.org/2005/1

1. Frocessing message 2
. Processing message 1
Y Process action hitp://schemas kmiso
L:1 Processing message 2.
.7V Pracessing message 1.
1. Frocess action 'hitp: /schemas #miso

1d="_4"> http://schemas.xmlsoap.org/ws/2005/02/trust /RST/SC
085c1a57-9578-4a05-9c2e-77e44719f0bb </a:MessagelD>

<aReplyTo wid="_6">

«aAddress> http://www.w3.0rg/2005/08/addressing/anonymous «/3:Addresss
</a:ReplyTo=

1, Processing message 2 1 . <a:To simustUnderstand="1" u:Id="_7"> http:/ /localhost: 1895/ ServiceWCF / Service.svc =/a:To>

1% Procass ackion hiin: echemac wicn [ <0: Security s:mustUnderstand="1" xmins:o="htto:/ /docs.oasis-open.ora/wss/2004/01/0asis-200401- T

1 | v Al v
Activities: 76 Traces: 198
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